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Why We Did
This Review
We conducted this review
to determine whether
DHS includes the
Whistleblower Protection
Enhancement Act of 2012
(WPEA) statement in
non-disclosure forms,
which seek to protect
certain information, and
personnel settlement
agreements, which
identify the terms and
conditions of a settlement
between an agency or
organization and an
employee on a certain
issue.

What We
Recommend
We are making three
recommendations to
ensure compliance with
the WPEA and to better
track settlement
agreements.
For Further Information:
Contact our Office of Public Affairs at
(202) 981-6000, or email us at
DHS-OIG.OfficePublicAffairs@oig.dhs.gov

www.oig.dhs.gov

What We Found
The WPEA requires that Federal agencies’ non-disclosure
policies, forms, and agreements include a specific statement
on individuals’ obligations and rights concerning disclosure
of evidence of fraud, waste, or abuse to permissible
recipients, such as Offices of Inspectors General (OIG). To
assess compliance with the WPEA, we reviewed forms the
Department of Homeland Security and its components use to
create non-disclosure agreements, as well as personnel
settlement agreement templates, and a sample of DHS and
component settlement agreements. Our review revealed that
not all of DHS’ non-disclosure agreement forms include the
required WPEA statement. Further, many of the settlement
agreement templates and settlement agreements we reviewed
included provisions that might constrain an individual from
reporting fraud, waste, or abuse to permissible recipients,
including DHS OIG; yet, most did not contain the WPEA
statement. Omitting the WPEA statement from settlement
agreements could lead to confusion about what information
may be disclosed, which could deter reporting of fraud, waste,
or abuse and impede the work of the DHS OIG. In addition,
omitting the WPEA statement runs counter to fostering an open
and transparent environment that welcomes disclosures and
protects whistleblowers. The Department also has not
developed a policy or practice to track settlement agreements
comprehensively, which hampers the ability to promptly
gather complete and accurate information about the number
and type of such agreements.

DHS Response
DHS concurred with recommendations 1 and 3 and
described corrective actions to address these issues. DHS
non-concurred with recommendation 2 but identified
corrective actions it will take in response to it. We consider
the recommendations to be resolved and open.
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MEMORANDUM FOR:

The Honorable Kirstjen M. Nielsen
Secretary
Department of Homeland Security

FROM:

John V. Kelly
Senior Official Performing the Duties of
the Inspector General

SUBJECT:

DHS’ Non-disclosure Forms and Settlement Agreements
Do Not Always Include the Required Statement from the
Whistleblower Protection Enhancement Act of 2012

For your action is our final report, DHS’ Non-disclosure Forms and Settlement
Agreements Do Not Always Include the Required Statement from the
Whistleblower Protection Enhancement Act of 2012 (WPEA). We incorporated the
formal comments provided by the Department.
The report contains three recommendations aimed at improving non-disclosure
agreements, including personnel settlement agreements. The Department
concurred with recommendations 1 and 3 and non-concurred with
recommendation 2. Based on information provided in the Department’s
response to the draft report, we consider the recommendations to be resolved
and open. Once the Department has fully implemented the recommendations,
please submit a formal closeout letter to us within 30 days so that we may
close the recommendations. The memorandum should be accompanied by
evidence showing completion of the agreed-upon corrective actions. Please send
your response or closure request to OIGInspectionsFollowup@oig.dhs.gov. For
recommendation 2, please submit drafts of the guidance documents the
Department will prepare on satisfying the WPEA’s notice requirement and
including language in settlement agreements on whistleblower rights.
Consistent with our responsibility under the Inspector General Act of 1978, we
will provide copies of our report to congressional committees with oversight and
appropriation responsibility over the Department of Homeland Security. We will
post the report on our website for public dissemination.
Please call me with any questions, or your staff may contact
Jennifer L. Costello, Chief Operating Officer or John D. Shiffer, Chief Inspector,
at (202) 981-6000.

www.oig.dhs.gov
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Background
The Whistleblower Protection Enhancement Act of 2012 (WPEA) strengthened
protections for Federal employees who disclose evidence of Government fraud,
waste, or abuse. The WPEA requires that any non-disclosure policy, form, or
agreement contain the following statement to ensure signees are appropriately
advised of their obligations and rights concerning disclosure of information:
These provisions are consistent with and do not supersede,
conflict with, or otherwise alter the employee obligations,
rights, or liabilities created by existing statute or Executive
order relating to (1) classified information, (2) communications
to Congress, (3) the reporting to an Inspector General of a
violation of any law, rule, or regulation, or mismanagement, a
gross waste of funds, an abuse of authority, or a substantial
and specific danger to public health or safety, or (4) any other
whistleblower protection. The definitions, requirements,
obligations, rights, sanctions, and liabilities created by
controlling Executive orders and statutory provisions are
incorporated into this agreement and are controlling. 1,2
The WPEA-required statement affects two types of non-disclosure documents
used by the Department of Homeland Security — non-disclosure agreements
(NDA) and personnel settlement agreements.
Typically, DHS uses NDAs to ensure confidentiality of classified information or
sensitive but unclassified information. DHS employees, detailees from other
Federal agencies, contractors, and consultants must sign NDAs as a condition
of accessing DHS systems and information.
Personnel settlement agreements identify the terms and conditions of a
settlement between an agency or organization (e.g., DHS or one of its
components) and an employment applicant, employee, or former employee on a
certain issue, such as employment separation or an employee complaint.
Settlement agreements may include non-disclosure provisions, such as
confidentiality clauses that restrict or prevent a person who benefits from the
settlement from disclosing information about it, at the risk of losing the
agreement’s benefits. DHS and its components may use settlement agreement

Whistleblower Protection Enhancement Act of 2012, Pub. L. No. 112-199, § 115(a)(1), 126 Stat.
1465, 1473; see also 5 United States Code (U.S.C.) § 2302(b)(13)
2 Congress regularly includes in its appropriations a requirement that agencies can only
implement or enforce NDAs if they contain a statement similar to the one in the WPEA. See,
e.g., Consolidated Appropriations Act, 2018, Pub. L. No. 115-141, div. E, tit. VII, § 744(a)
www.oig.dhs.gov
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templates containing standardized language to begin drafting settlement
agreements.
The U.S. Office of Special Counsel (OSC) is charged with protecting Federal
employment applicants, employees, and former employees from prohibited
personnel practices and has enforcement jurisdiction over many claims
brought under the WPEA. In this role, OSC has released information related to
the WPEA requirement. In March 2013, OSC issued a memorandum to all
Executive Branch departments and agencies stating that, among other actions,
they “must update existing NDAs to conform to the new notification statement
required by the WPEA.” In a footnote in this memorandum, OSC explained how
this requirement applies to confidentiality clauses in settlement agreements.
Specifically, according to the footnote:
Agencies may distinguish between a non-disclosure policy,
form, or agreement and a confidentiality clause in a settlement
agreement. A confidentiality clause in a settlement agreement
is generally not covered by the WPEA’s notice requirements. A
confidentiality clause only restricts disclosure of the terms
and conditions of the settlement, and does not otherwise
restrict disclosure of any other information. If a confidentiality
clause in a settlement agreement extends beyond the terms
and conditions of the agreement, agencies must incorporate
the WPEA’s statement.
In January 2017, OSC issued a press release reiterating its guidance on
including the WPEA statement and highlighting certain instances of
noncompliance and corrective actions it obtained to address that
noncompliance. In February 2018, OSC released a memorandum again
reminding agencies of the WPEA statement requirement and reiterating its
March 2013 guidance about when the statement applies to confidentiality
clauses in settlement agreements.

Results of Review
Not all forms DHS and its components use to create NDAs include the required
WPEA statement. Further, although many of the settlement agreement
templates and settlement agreements in the sample we reviewed included
provisions that might restrict or prevent disclosure of information, nearly
three-fourths of these documents did not contain the WPEA statement.
Omitting the statement in NDAs and personnel settlement agreements could
lead to confusion about what information may be disclosed to permissible
recipients, which could deter reporting of fraud, waste, or abuse and impede DHS
Office of Inspector General (OIG) activities. In addition, omitting this statement
www.oig.dhs.gov
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runs counter to fostering an environment that welcomes disclosures and protects
whistleblowers. The Department also does not centrally track settlement
agreements, which hampers its ability to promptly gather accurate and
complete information about the number and type of such agreements.
Not All NDA Forms Include the Required WPEA Statement
To prevent disclosure of classified and sensitive but unclassified information, DHS
requires its employees, detailees, contractors, consultants, and others with
access to such information to sign an applicable NDA. The Department
commonly uses its own form (Form 11000-6, Department of Homeland Security
Non-disclosure Agreement) and two standard government forms (Form 4414,
Sensitive Compartmented Information Non-disclosure Agreement, and SF-312,
Classified Information Non-disclosure Agreement) for this purpose.
The WPEA requires that all NDA forms include the statement advising signees of
their obligations and rights concerning disclosure of information. Our review of
these forms showed that the two standard government forms (Form 4414 and SF312) include the WPEA statement, as required by statute. However, DHS has not
updated its NDA form (Form 11000-6) since August 2004, and the form does not
contain the WPEA statement.3
In addition to these three common NDA forms, some components have
applicants, interns, employees, contractors, and consultants sign programspecific NDAs. For example, the U.S. Secret Service and the Transportation
Security Administration use NDA forms related to handling certain information,
such as sensitive security information, job applicant assessments, and
information from interviews conducted as part of an investigation. Eight of the
17 program-specific NDA forms we reviewed did not contain the WPEA-required
statement.
In November 2017, in response to the Dr. Chris Kirkpatrick Whistleblower
Protection Act of 2017, 4 the DHS Deputy Under Secretary for Management sent
an email to all DHS employees with links to a new whistleblower website with

Form 11000-6 states, “[s]igning this Agreement does not bar disclosures to Congress or to an
authorized official of an executive agency or the Department of Justice that are essential to
reporting a substantial violation of law.” This narrow language does not satisfy the WPEA
requirement nor does it provide complete information about existing whistleblower protections.
4 The Dr. Chris Kirkpatrick Whistleblower Protection Act of 2017, Pub. L. No. 115–73, 131 Stat.
1235, honors a Department of Veterans Affairs psychologist who suffered retaliation for
reporting wrongdoing and who ultimately committed suicide. The act strengthens whistleblower
protections for Federal employees, increases awareness of Federal whistleblower protections,
and increases accountability and required discipline for Federal supervisors who retaliate
against whistleblowers.
www.oig.dhs.gov
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information on how to disclose misconduct and illegal activities. 5 Although the
website contains guidance on including the WPEA statement in non-disclosure
policies, forms, and agreements, neither DHS nor all of its components have
updated their NDAs with the required WPEA statement.
Use of WPEA Statement in Settlement Agreements Is Inconsistent
According to the WPEA, agencies are required to include the statement regarding
disclosure in “any NDA policy, form or agreement.” In its WPEA-related guidance,
OSC recognizes that this WPEA requirement may apply to personnel settlement
agreements containing confidentiality clauses. Specifically, according to OSC, a
confidentiality clause in a settlement agreement that “only restricts disclosure of
the terms and conditions of the settlement” does not obligate an agency to include
the WPEA statement, but a settlement agreement with a broader confidentiality
clause (i.e., a clause with non-disclosure extending beyond the terms and
conditions of settlement) must include the statement. The OSC has not addressed
in its guidance any other type of non-disclosure provision that might be included
in a settlement agreement beyond a confidentiality clause.
We reviewed 11 personnel settlement agreement templates and found that
many contained provisions outside of a confidentiality clause that could
constrain protected disclosures and warrant including the WPEA statement.
For example, according to one template, the employee “shall not make any
comments or take any actions with the effect of disparaging or undermining [DHS],
including undermining the operations or leadership of [the component].” Some
templates require employees to withdraw any complaints or allegations they
raised against DHS, including those outside the purview of the complaint that
initiated the settlement action. This type of provision might be construed to
cover complaints or allegations made to OIG or other permissible recipients.
Several templates require employees to waive their ability to file further
complaints against the component about events that pre-date the agreement.
Such a provision could be viewed as covering complaints that might otherwise
be submitted to OIG or other permissible recipients. We did note that two
components did include the WPEA statement in their templates.
As with the templates, many of the component settlement agreements we
reviewed contained language that could restrict or prohibit disclosure of
information to permissible recipients. Specifically, of the 88 agreements we
reviewed, many included provisions ranging from broad confidentiality clauses
to other provisions that could warrant including the WPEA statement. Yet, only
25 of the 88 settlement agreements we reviewed contained the WPEA
statement. For example, one agreement that did not include the WPEA statement
The website, located on the DHS intranet, describes the type of information that can be
reported, how to report it, and the protections afforded to employees who report it.
www.oig.dhs.gov
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explicitly notes that the agreement resolves all matters involving “disclosures to
… any organization or individual inside ... [DHS],” without acknowledging that
the signee can report to OIG or other permissible recipients evidence of fraud,
waste, or abuse.
DHS and component officials we contacted during our review expressed
awareness of the WPEA-required statement. Component attorneys also
asserted they were familiar with OSC’s guidance regarding when the WPEA
statement is required in settlement agreements. In some cases, the WPEA
statement was included in settlement agreements with specific confidentiality
clauses, when, according to OSC, it may not have been required. In other
cases, however, overly broad confidentiality clauses and other non-disclosure
provisions appear to necessitate presence of the WPEA statement, which was
not included. Officials’ inconsistent inclusion of the WPEA statement, despite
their professed knowledge of OSC’s guidance, highlights the difficulty of
determining whether a settlement agreement prevents a signee from disclosing
information to a permissible recipient. Some components might have included
the WPEA statement out of an abundance of caution, with one attorney noting,
“[i]t’s better to have it and not need it than to need it and not have it.”
Failure to include the WPEA statement in all settlement agreements might lead
employees to believe they cannot disclose information to DHS OIG and other
permissible recipients. For example, during a DHS OIG whistleblower retaliation
investigation in 2017, a complainant who was an employee of U.S. Immigration
and Customs Enforcement (ICE) informed OIG she could not cooperate with its
investigation because she had signed a settlement agreement that included
provisions she viewed as curbing her ability to communicate with OIG. Notably,
the perceived non-disclosure provisions were not part of a confidentiality clause
in the settlement agreement, and the agreement did not include the WPEA
statement. After analyzing the provisions, the Inspector General notified ICE
that the WPEA language should have been included in the settlement
agreement, and that by omitting it, the component impeded OIG’s
investigation. To date, ICE has not updated its settlement agreement template
to include the WPEA statement.
OSC’s guidance does not offer a standard for deciding whether to include the
WPEA statement in settlement agreements. Further, the Department has not
developed guidance on this issue distinct from OSC. Leaving the statement out
of such agreements may be in accordance with OSC guidance regarding
specific confidentiality clauses, but if the agreements contain other nondisclosure provisions or overly broad confidentiality clauses, omitting the
statement could potentially prevent or discourage people from communicating
with permissible recipients, such as DHS OIG. For this reason, DHS and the
components should include the WPEA statement in all settlement agreement
www.oig.dhs.gov
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templates and settlement agreements. They should also take this action,
regardless of whether they construe a particular provision as restricting
protected disclosures, because the signee may view the same provision
differently and may be dissuaded from providing information to DHS OIG and
other permissible recipients. By including the WPEA statement in all templates
and agreements, the Department can minimize the risk that a whistleblower
will cite a settlement agreement as the reason for not providing information.
DHS Does Not Comprehensively Track Settlement Agreements
The Department does not comprehensively track settlement agreements, which
leads to delays in gathering information and problems in ensuring the information
is complete and accurate. Though some components do maintain human resource
databases and other case management systems to track certain aspects of the
settlement agreement process, they are neither comprehensive nor standardized.
Some components’ responses to our requests for information were delayed because
they had to search through hardcopy personnel files manually for completed
settlement agreements. Manual review of all settlement agreement files is
inefficient and not an effective use of resources. DHS components also do not
have tracking mechanisms to categorize the settlement agreements they issue
by type, meaning the Department cannot readily determine the number of
settlement agreements for any given category, such as discrimination,
employee performance, or employee misconduct. Not knowing how many
settlement agreements fall under particular categories makes it difficult for
DHS to analyze trends, to identify risk areas, and to develop mitigation
strategies to address those risks. Without a tracking system in place, DHS does
not have an efficient means to determine settlement agreement expenses. For
example, payments associated with attorneys’ fees and damages, such as back
pay, are not separately tracked for trend analysis. Finally, without a tracking
system, we cannot be certain the 6,883 settlement agreements reported by the
Department and its components represent the actual number signed from fiscal
years 2014 through 2017. Department officials we contacted are aware of this
issue and stated that manual reviews of files would be required to collect these
costs.

Recommendations
We recommend the Secretary of the Department of Homeland Security:
Recommendation 1: Ensure that the Department and its components update
all non-disclosure agreement forms to include the required statement from the
Whistleblower Protection Enhancement Act of 2012 on disclosing information to
permissible recipients.
www.oig.dhs.gov
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Recommendation 2: Ensure that all DHS and component personnel
settlement agreement templates and settlement agreements include the
statement from the Whistleblower Protection Enhancement Act of 2012 on
disclosing information to permissible recipients.
Recommendation 3: Develop and implement a method to track the use of
settlement agreements throughout the Department and its components.

Management Comments and OIG Analysis
DHS concurred with recommendations 1 and 3 and non-concurred with
recommendation 2. Appendix B contains a copy of DHS’ management
comments in their entirety. We also received technical comments and
incorporated them in the report where appropriate. We consider the
recommendations to be resolved and open. A summary of DHS’ response and
our analysis follows.
DHS Response to Recommendation 1: DHS concurred with the
recommendation. The Deputy Under Secretary for Management will ensure that
all NDA forms are updated, as appropriate. Specifically, OIG identified nine
forms missing the WPEA statement, the most commonly used of which is DHS
Form 11000-6, “DHS Non-Disclosure Agreement,” dated August 2004. Other
noted forms will either be updated or discontinued. DHS anticipates all
Department NDAs will be WPEA-compliant by February 28, 2019.
OIG Analysis: We consider these actions responsive to the recommendation,
which is resolved and open. We will close this recommendation when we
receive copies of the updated Department non-disclosure agreements,
including DHS Form 11000-6.
DHS Response to Recommendation 2: DHS non-concurred with the
recommendation, taking the position that some personnel settlement
agreements are not non-disclosure policies, forms, and agreements, as
contemplated by the WPEA. Despite this non-concurrence, the Department
noted that it is committed to promoting protected disclosures and that it will
take several steps to advance that goal. Specifically, in coordination with the
U.S. Office of Special Counsel (OSC), it will issue guidance that expands on
OSC’s own guidance on the WPEA, as it applies to non-disclosure policies,
forms, and agreements. It will also issue guidance about language to be
included in all settlement agreements on signees’ rights to make protected
disclosures. It will complete these actions by December 31, 2018.

www.oig.dhs.gov
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OIG Analysis: Although DHS non-concurred with the recommendation, it has
committed to taking corrective actions that will, if properly implemented,
address the key concerns underlying the recommendation. Specifically, the
Department has agreed to develop guidance in coordination with OSC to clarify
when the WPEA statement must be included in a settlement agreement. In
addition, the Department will issue guidance on plain language to be inserted
into all settlement agreements apprising signees of their whistleblower rights.
Because the Department has identified corrective actions that meet the spirit of
the recommendation, OIG will treat this recommendation as open and resolved
until it has an opportunity to evaluate the Department’s draft guidance. If the
OIG determines that the guidance is insufficient to ensure all settlement
agreement signees are properly notified of their rights as whistleblowers, OIG
may change the status of this recommendation from “resolved” to “unresolved.”
DHS Response to Recommendation 3: DHS concurred with the
recommendation and indicated tracking promotes trend analysis and
developing risk mitigation strategies. Many components have systems in place
to track some elements of settlement agreements; however, one component
does not currently track these agreements. DHS Office of General Counsel
(OGC) will issue guidance on minimum standards for tracking key elements of
settlement agreements such as the type of legal claim and monetary
consideration, if any, paid to resolve the claim. DHS anticipates completing
actions to implement this recommendation by March 31, 2019.
OIG Analysis: We consider these actions responsive to the recommendation,
which is resolved and open. The Department recognizes the value in tracking
settlement agreements and their key elements, and in conducting a trend
analysis of those agreements to identify and mitigate risk. As a result, DHS
OGC will issue guidance on minimum standards for tracking settlement
agreements, and will allow each component to determine how to meet those
standards. The guidance will instruct each component to review existing
systems or processes for conformity with the minimum standards and to report
on that review. If component systems do not meet the minimum standards, the
component will be required to devise a specific plan to meet them.

www.oig.dhs.gov
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Appendix A
Objective, Scope, and Methodology
DHS OIG was established by the Homeland Security Act of 2002 (Pub. L. No.
107-296) by amendment to the Inspector General Act of 1978.
The objective of our review was to determine whether DHS and component
non-disclosure forms and personnel settlement agreements include WPEArequired language allowing for protected disclosures to OIG or other
permissible recipients, and whether such NDAs pose constraints to OIG’s
access to information.
To understand the use of NDAs and non-disclosure clauses in settlement
agreements, we reviewed DHS’ policies, procedures, forms, and templates. We
asked DHS how many settlement agreements were issued starting in FY 2014.
We then requested a judgmental sample of completed settlement agreements,
based on the total number each component identified.
The Department indicated 6,883 settlement agreements were signed from FY
2014 through FY 2017. To validate our objective, we obtained and evaluated a
certain number of completed settlement agreements per fiscal year according to
the following terms:
x
x
x
x
x

If
If
If
If
If

fewer than 99 total agreements were reported, we requested 1 per year.
between 100 and 199 agreements, we requested 2 per year.
between 200 and 299 agreements, we requested 3 per year.
between 300 and 399 agreements, we requested 4 per year.
greater than 500 agreements, we requested 5 per year.

We conducted this review from September 2017 to February 2018 under the
authority of the Inspector General Act 1978, as amended, and in accordance
with the Quality Standards for Inspection and Evaluation issued by the Council
of the Inspectors General on Integrity and Efficiency. Major contributors to this
report are: John D. Shiffer, Chief Inspector; Michael Rich, Lead Inspector;
Adam Brown, Senior Inspector; Russell Carlberg, Assistant Counsel to the
Inspector General; Christopher Zubowicz, Assistant Counsel to the Inspector
General; Kelly Herberger, Communications and Policy Analyst; and Anthony
Crawford, Independent Reference Reviewer.

www.oig.dhs.gov
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Appendix B
Department Comments to the Draft Report
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Appendix C
Report Distribution
Department of Homeland Security
Secretary
Deputy Secretary
Chief of Staff
Deputy Chiefs of Staff
General Counsel
Executive Secretary
Director, GAO/OIG Liaison Office
Under Secretary for Office of Strategy, Policy, and Plans
Assistant Secretary for Office of Public Affairs
Assistant Secretary for Office of Legislative Affairs
Director United States Citizenship and Immigration Services
Commissioner United States Customs and Border Protection
Commandant United States Coast Guard
Administrator Federal Emergency Management Agency
Director Federal Law Enforcement Training Centers
Director United States Immigration Customs Enforcement
Director United States Secret Service
Administrator Transportation Security Administration
Under Secretary Science and Technology Directorate
Under Secretary National Protection and Programs Directorate
Under Secretary for Management
Under Secretary Office of Intelligence and Analysis
Director Office of Operations Coordination
Officer for Civil Rights and Civil Liberties
Office of General Counsel
Domestic Nuclear Detection Office
Office of Chief Security Officer
Office of Chief Procurement Officer
Office of Chief Information Officer
Office of Chief Human Capital Office
Office of Chief Financial Officer
Office of Management and Budget
Chief, Homeland Security Branch
DHS OIG Budget Examiner
Congress
Congressional Oversight and Appropriations Committees
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Additional Information and Copies
To view this and any of our other reports, please visit our website at:
www.oig.dhs.gov.
For further information or questions, please contact Office of Inspector General
Public Affairs at: DHS-OIG.OfficePublicAffairs@oig.dhs.gov.
Follow us on Twitter at: @dhsoig.

OIG Hotline
To report fraud, waste, or abuse, visit our website at www.oig.dhs.gov and click
on the red "Hotline" tab. If you cannot access our website, call our hotline at
(800) 323-8603, fax our hotline at (202) 254-4297, or write to us at:
Department of Homeland Security
Office of Inspector General, Mail Stop 0305
Attention: Hotline
245 Murray Drive, SW
Washington, DC 20528-0305

